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- Installation PfSense sur Virtual Box

Configuration de la VM PfSense sur virtual box :

e Ajouter un disque
e 512go de RAM est suffisant
e Ajout de 3 interfaces réseaux :

Pour le WAN (accés par pont et tout autoriser dand Mode Promoscuité)

Interface 1 Interface 2 Interface 3 Interface 4

Activer linterface réseau

Mode d'accés réseau : | Accés par pont -
Mom : |Realtek PCle GbE Family Controller -
7 Avancé
Type dinterface : |Intel PRO/1000 MT Desktop (82540EM)
-

Mode Promiscuité : | Tout autoriser
Adresse MAC : |0B0027B0148F
Cable branché

Redirection de ports

Pour le LAN (réseau interne et tout autoriser dand Mode Promoscuité)

Interface 1 Interface 2 Interface 3 Interface 4
Activer l'interface réseau

Mode d'accés réseau : |Réseau interne -

Mom : |intnet

W Avancé

Type dinterface :  Intel PRO/1000 MT Desktop (82540EM)
Mode Promiscuité : | Tout autoriser
Adresse MAC : |08002732548A
Cable branché

Redirection de ports

Pour la DMZ (réseau interne et tout autoriser dand Mode Promoscuité)

Interface 1 Interface 2 Interface 3 Interface 4
Activer linterface réseau

Mode d'accés réseau : |Réseau interne -

Mom @ |intnet e
W Avancé
Type dinterface : | Intel PRO/1000 MT Desktop (82540EM)
-

Mode Promiscuité : | Tout autoriser
Adresse MAC : |080027ECD1DB
Cable branché

Redirection de ports



e Démarrage sur I'lISO de PfSense :

Appuyez sur Entrée :

pf3ense Installer

We lcome

Welcome to pfSense!

Rescue Shell Launch a shell for rescue operations
Recover config.xml Recover config.xml from a previous install

I Install Install pfSense

<Cancel>

Choix de la langue :

pfSense Installer

Keymap Selection
The system console driver for pf3ense defaults to standard "US"
keyboard map. Other keymaps can be chosen below.

( ) Danish (macbook)
( ) Dutch (accent keys)
( ) Estonian
( ) Finnish
) French (accent keys)
) French Canadian (accent keys)
) French Dvorak-like
) French Dvorak-like (accent keys)
) French Macbook-/Macbook Pro (accent keys)
) German
) German (accent keys)

<Jelect > <Cancel>

[Press arrows, TAB or ENTER]

Auto (UFS) :

pfSense Installer

Partitioning
How would you like to partition your disk?

futo (UFS)EGuided Disk Setup

Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand
fAuto (ZF5) Guided Root-on-ZF3

<Cancel>




Installation : No :

firchive Extraction Manual Configuration
Extracting distribution files... The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final manual
modifications?

Cves > ENEER

base.txz... =

Overall Progress:

B gx

Redémarrage du systeme : Apres redémarrage :

[FreeBSD-amd64 (pfSense.localdomain) (ttyvl)

in: root
[Password :
irtualBox Uirtual Machine - Netgate Device ID: 4ecaced4f2Zf47b340207

=x Welcome to pfSense Z2.4.4-RELEASE-p3 (amd64) on pfSense »=xx

WAN (wan) -> em@ -> v4/DHCP4: 192.168.1.44-24

Complete
Installation of pfSense
complete? Would you like
to reboot into the
installed system now?

GRAYTIE <Shell >

Logout (SSH only) pf Top

fAssign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPM

Shell

Enter an option:

- Mise en place d’un serveur Web

e Installation serveur web (serveur LAMP) :

Mise a jour du systeme : apt update && apt upgrade

Installation Apache 2 : apt install apache2

Installation php 7 : apt install php

Installation Mysql : apt install mysql-server

Sécuriser mysql : mysql secure_installation

Creation d’un utilisateur administrateur : mysql —p

CREATE USER sio@localhost IDENTIFIED BY ‘si02018’;

GRANT ALL PRIVILEGES ON *.* TO sio@localhost WITH GRANT OPTION ;

QuIT

Installation phpMyAdmin : apt install phpmyadmin




® (Création d’une page simple

On place le fichier nommé index1.html dans le répertoire /var/www/html
GNU nano 2.7.4 Fichier : indexl.html

E!DOCTYPE html>
<html

>Coucou</title>

Cette page est une page toute simple

o/html/index2.html" target=" blank"> <input type="button" value$
|
| Coucou X |+
I & a @ @ 10.0.0.3

Cette page est une page toute simple  Page suivante

llI-  Configuration de PfSense

On assigne les interfaces aux cartes réseau :

Pour cela on selectionne 1
Should Vlans be set up nwow : n

On indique les cartes réseau a chaque interface : em0 pour le WAN, em1 pour le LAN et em2 pour la DMZ.

27:5c:52:7?f (up) Intel(R) PRO-1000 Legacy Network Connection 1.
27:6ca?:8f (up) Intel(R) PRO/1000 Legacy Metwork Connection 1.
27:b3:e5:e6 (up) Intel(R) PRO-1000 Legacy Network Connection 1.

to be =zet up first?
not be used, or only for optional interfaces, it is typical to
if required.

the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconmect all

o

interfaces before pressing "a’ to begin the process.

nter the WAN interface name or "a’ for awto-detection
(em® eml emZ or al): emd

nter the LAN interface name or ’a’ for auto-detection
OTE: this enables full Firewalling/NAT mode.
(eml emZ a or nothing if finished): eml

Iptional interface 1 description found: DMZ
nter the Optional 1 interface name or ’'a’ for auto-detection
(emZ a or nothing if finished): emZ

Do you want to proceed : y



On indigue I'adresse IP de chaque interface :

Pour cela on selectionne 2

Configuration de I'adresse IPv4 du WAN via le DHCP, on ne configure par d’adresse IPv6

Enter an option: 2
ivailable interfaces:
1 - WAN (em®@ - dhcp, dhcpb)

2 — LAN (eml - static)
- DMZ (emZ2 - static)

Enter the number of the interface you wish to configure: 1

onfigure IPv4 address WAN interface via DHCP? (yrsm) y
onfigure IPuvb address WAN interface vwia DHCP6? (ysn) n
Enter the new WAN IPuvb address. Press <ENTER> for none:
Please wait while the changes are saved to WAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

he IPv4 WAN address has been set to dhcp

Press <ENTER> to continue.

Adresse IP du LAN 192.168.33.1 /24, on ne configure pas d’adresse IPv6. On ne configure pas le DHCP sur
cette interface. L'interface WEB sera accessible depuis cette adresse.

Available interfaces:
1 - WAN (em® - dhcp)
2 — LAN (eml - static)
3 - DMZ (emZ2 - static)
Enter the number of the interface you wish to configure: 2
Enter the new LAN IPv4 address. Press <ENTER> for none:
[Subnet masks are entered as bit counts C(as in CIDR notation) in pfSense.
e.q. £55.255.255.0 = 24
£55.255.0.0 16
£55.0.0.0 g

Enter the new LAN IPv4 subnet bit count (1 to 31):

For a LAN, press <ENTER> for mone:

Enter the new LAN IPuvb address. Press <ENTER> for none:

Do you want to enable the DHCP server on LAN? (ysn) n

Please wait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

he IPv4 LAN address has been set to 192.168.33.1,24
ou can now access the webConfigurator by opening the following URL in your web

http:/,/192.168.33.1~

Press <ENTER> to continue.




Adresse IP de la DMZ 10.0.0.1/ /8, on ne configure pas d’adresse IPv6. On ne configure pas le DHCP sur
cette interface.

fivailable interfaces:

1 - WAN (em@ - dhcp)
- LAN (eml - static)
- DMZ (emZ2 - static)

Enter the number of the interface you wish to configure: 3

Enter the new OPT1 IPv4 address. Press <{ENTER> for none:

[Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.qg. 255.255.255.0

255.255.0.0

255.0.0.0

Enter the new OPT1 IPv4 subnet bit count (1 to 31):

Enter the new OPT1 IPvb address. Press <ENTER> for none:

Do you want to enable the DHCP =zerwver on OPT1Y (ysm) n

leaze wait while the changes are saved to OPT1...
Reloading filter...

Reloading routing configurat

DHCFD. ..

he IPwv4 OPT1 address has been set to 10.0.0.1-8

ress <ENTER> to continue.

Une fois finie I'interface de PfSense devrait ressembler a cela :

Reloading routing configuration...
DHCPD. ..

The IPv4 DOPT1 address has been set to 10.0.0.1/8

Fress <{ENTER> to continue.
irtualBox Virtual Machine - Hetgate Dewvice ID: 6b4cbbfebb305048f 154

** Welcome to pfSense Z£.4.4-RELEASE-p3 (amd64) on pfSense ==

WAN (wan) -> em® -» v4,DHCP4: 192.168.1.92-/24
LAN (lan) -> eml -» v4: 192.168.33.1-24
DMZ (opt1) -> emZ -> v 10.0.0.1/8

0) Logout (38H only) 9) pfTop

1) Assign Interfaces 10) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
?7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option:




Acces a l'interface WEB :

Adresse IP du PC connecté sur le LAN : 192.168.33.3 /24

2: enpBs3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP
group default qlen 1000
link/ether 08:00:27:14:2c:92 brd ff:ff:ff:ff:ff:7F
inet 192.168.33.3/24 brd 192.168.33.255 scope global enp@s3
valid 1ft forever preferred 1ft forever
inet6 feB0::a00:27ff:fefd:2c92/64 scope link
valid 1ft forever preferred 1Lft forever

On recherche I'adresse IP du LAN sur un navigateur :

| i pfSense - Login X |+

&« c @ & 192.168.33.L/index.php e o9 m o &

msense Login to pfSense

admin

SIGN IN

Créaion des regles pour le LAN :

Firewall > Rules > LAN > Add

Premiere régle : Autoriser toute les requétes pings en provenance du LAN

Edit Firewall Rule

Action Pass -

et (TCP RST or ICMP port unreachable for UDP) is
¥ In either case, the original packet is discarded

returned to the

Disabled ‘_lDwsabIE this rule

St thia option o disale fis rle without removing it from th It
- Source | jinvert match LANDE st ! El
interface  LAN - _
: 4
Choose the interface from which packets must come te match this rule.
Destination [ Jinvert match any o / =
Address Family IPv4 v‘
- Extra Options
Select the Internet Protocol version this rule applies to.
Log [ ]Log packets that are handled by this r
Protocol \CMP -] Hint: tr or everything. If doing a lot of logging, consider using a
Choose which IP protocol this rule should match.

Description

Alternate Host

Datagram conversion error

Echo reply Advanced Options
For ICMP rules on IPv4, one or more of these ICMP subtypes may be specified.

icMp subtypes | [TV I

Action = PASS ; signifie que c’est une régle qui va ouvrir des ports pour pouvoir laisser passer des

paquets.



Interface = LAN ; L'interface auquel la regle s’applique.

TCP/IP Version = IPv4 ; cette régle s’applique aux machines possédants une adresse IPv4.

Protocol=ICMP ; cette regle va s’appliquer au protocole ICMP.
Source = LAN net ; on autorise ce qui provient du réseau LAN.

Destination=any ; ping n’'importe qui.

Deuxieme regle :

Edit Firewall Rule

Action Pass

Choose
Hint:the dif
retumed to the

Disabled ‘_Pisablethws ule
Setthis option to disable this rulewithout remaving it from the ist

Interface | Lan 5]

Choose theinterface from which packets must come to match this rule. Destinaon  —Jovertmatch sy =]  [Destination Addi 7 B
Address Family 1Pvd _ =l DestinationPort | 3NV = any |
Select the Intemet Pratocal versian this rule :1|kj|ez to Range  From Gustom To Custom
Specify the destination port or port range for this rule. empty if only filtering a single port.
Protocol TCP j
Extra Options
Choosewhih [P protocol s rulk shouid match.
Log [ og packets that arehandled by iis rule
rem: Lags: Settings page).
Source [ |nvertmatch LAN net B ource Add f E] Y
— Description v

:] ered here for administrative reference. A maximum of 52 characters willbe used in the ruleset and
g

The Source Port Range fora
thissetting must remain at its

nnection is typically random and almest never equal to the destination port. In mao:

b
S N Advanced Options
ault value, any.

Toutes les régles pour le LAN :

Floating WAN LAN DMZ

Rules (Drag to Change Order)

Li States Protocol  Source Port Destination  Port Gateway Queue Schedule Description Actions

v 0/574KB * ] *  LANAddress 80 ] ] Anti-Lockout Rule  &F
[] v 0n8 IPv4TCP  LANnDet *  * BO (HTTF) * nane ¥ dm]%] i)
[] ¢ 0/7KB  IP4TCP LANnet *  * ] ] nong tsOom
[] ¥ 0/3KB  IPM4ICMP LANnet * * * * none teoom
T Ead

Toutes les régles pour le WAN :

Aaating WAN LAy oMz

D ‘States Protocal ‘Souroe Port  Destination  Port Gateway Queue  Schedule  Descoription Actions

x ] o RFC 1918 netwarks - o o - - Block privale netwarks ﬂ

X osmwe Fesareed - . - - - Black bagan netwarks &

Mot assignsd by LA

|_| W 0ME Fed ICMP WAN net . 10003m o+ . nans .&_,.fla@ﬁj
— any
|_| ¥ ooe A TGP WAN net . 100038  83(HTTF  * nane LrDem
|_| ¥ o0oe P4 TGP DMZ net . VAN Dt 80 (HTTR]  * nane LDl
|_| v 0ME Frd TGP WAMN nst . DMZ net 20 HTTR)  * nane Lol
|_| w 0ME Pea TCP . . . . . nane .&,fla@m
|_| W 0B LY . . . . nane .&_,.fla@m
— any
|_| W apge Fed TCR * . 10003 B0 (HTTR]  * nane HAT LsOom



Toutes les régles pour la DMZ :

Flogting WAN LAN DMZ

Rules (Drag to Change Order)

Redirection de port :

Edit Redirect Entry

Disabled

No RDR (NOT)

Interface

Protocol

Source

Destination

Destination port
range

[ |pisable this rule

[_Jpisable redirection for traffic matching this rule

This option is rarely needed. Dont use this without thorough knowledge of the implications.

WAN
Choose which interface this rule applies to. In most cases "WAN® is specified

TCP =
Choose which protocol this rule should match. In most cases *TCP" is specified
(et maten WAN address = / =
o Type Address/mask

e HTTP |

From po Custom To port Custom
Specify the port or port range for the destination of the packet for this mapping. The 'td field may be left empty if only
mapping a gle port.

Redirect target IP

Redirect target port

Description

No XMLRPC Sync

NAT reflection

Filter rule
association

k

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
/0B IPv4ICMP  DMZnet * " " " none
ay
0/0B IP4TCP LANmnet * * BO(HTTP) * nane

emal P address of the server an which to map the parts.
192168.1.12
HTTP |
Port Custom
Spe ered above. In case of a port range, specify the beginning port of
A gescription may be entered here for administrative reference (not parsed)

(] not sutomatically sync to other CARP members

This prevent
from being o

written on Slave.

Use system default

Rule NAT

View the filter rule

Interface=WAN ; Spécifie que cette regle se situe sur I'interface WAN du PfSENSE

Protocol=TCP ;

Destination=WAN ; On redirige vers le WAN

Destination port range=HTTP ; spécifie le(s) port utilisés pour rediriger le serveur WEB

Redirect target IP= 10.0.0.3

Redirect target port=HTTP ; spécifie avec quel(s) port(s) on accéde a la machine

On refait la méme regle, mais cette fois si pour rediriger vers le LAN.

Toutes les redirections de ports :

Port Forward

[] ¥ 3G wan TCP * " LAN address 80 (HTTR)

(] ¥ 2B wan

1:1  Outbound NPt

Interface Protocol Source Address Source Ports Dest. Address Dest. Poris NAT [P

Test du service mis en place :

TcPp " " WAN address 80 (HTTP)

10.0.0.3

10.0.0.3

MAT Ports Description Actions

80 (HTTP) Pl

BO (HTTP) rdmlij

e on Master from automatically syncing to other CARP members. This does NOT prevent the rule

Depuis une machine connecté sur le LAN en 192.168.33.3 /24, on essaie d’accéder au serveur WEB
connecté surla DMZ en 10.0.0.3/8:



i pfSense.localdomain - Fii X | Coucou X |+
< C @ 10.0.0.3/index1.html

Cette page est une page toute simple  Page suivante

On accéde bien au serveur WEB.

Test de ping :

PC LAN vers WAN :

root@debian: /home/sio# ping 192.168.1.92

PING 192.168.1.92 (192.168.1.92) 56(84) bytes of data.

64 bytes from 192.168.1.92: icmp seq=1 ttl=64 time=0.267 ms
64 bytes from 192.168.1.92: icmp seq=2 ttl=64 time=0.539 ms

PC LAN vers LAN :

root@debian:/home/sio# ping 192.168.33.1

PING 192.168.33.1 (192.168.33.1) 56(84) bytes of data.

64 bytes from 192.168.33.1: icmp_seq=1 ttl=64 time=0.276 ms
64 bytes from 192.168.33.1: icmp seq=2 ttl=64 time=0.798 ms

PC LAN vers DMZ :

root@debian:/home/sio# ping 10.0.0.1

PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.

64 bytes from 10.0.0.1: icmp_seqg=1 ttl=64 time=0.542 ms
64 bytes from 10.0.0.1: icmp seg=2 ttl=64 time=0.805 ms

PC LAN vers Serveur WEB (sur la DMZ) :

root@debian:/home/sio# ping 10.0.0.3

PING 10.0.0.3 (10.8.0.3) 56(84) bytes of data.

64 bytes from 10.0.0.3: icmp_seg=1 ttl=63 time=0.755 ms
64 bytes from 10.0.0.3: icmp seg=2 ttl=63 time=1.53 ms

Test depuis un PC connecté sur le WAN :

@ Coucou
< C @ 10.0.03/i




